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Trustworthiness

e Motivation: LLMs have a tendency to produce inaccurate or misleading outputs

o Reasons: Hallucination, Temporal Knowledge Shift, Noisy Information in RAG, ...

,2\ Question: What is the name of Wembley
= Mmanchester united stadium? @ Stadium

Without knowing the ground truth, how to quantify the
correctness of the generated answer?
When should we trust the generated answer?

e Solution: Uncertainty Estimation

o Assigns uncertainty to each (input, output) pair, representing its correctness (or truthfulness)

Lower Uncertainty —>  Correct Example
Perfect UE <

Higher Uncertainty Incorrect Example
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Background

White-box Black-box
(Assumption: Access to token probability ] rAssumption: Rely solely on final outputs ]
Main Concept: Entropy Main Concept: Semantic Similarity
5 Some Methods:
PE(z,0) = —% ZlnP(rb | z,0) e Sum of Eigenvalues
17:1/ e Degree Matrix
N e Eccentricity
P(r|z0) = H P (r™|r<",z;0)
n=1
Probability of each generation
) L )

[1] MARS: Meaning-Aware Response Scoring for Uncertainty Estimation in Generative LLMs, ACL, 2024
[2] Generating with Confidence: Uncertainty Quantification for Black-box Large Language Models, TMLR, 2023
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Challenge

While existing UE methods mainly focus on
scenarios where the input is just a query, itis
unclear how current UE methods account for

non-parametric knowledge

heydar.soudani@ru.n



Research Questions

e (RQ1) How do UE methods perform when the input prompt includes

non-parametric knowledge, such as in RAG?

e (RQ2) What properties can guarantee optimal performance of UE

considering LLMs' both parametric and non-parametric knowledge?

e (RQ3) Can the axiomatic framework guide us in deriving an optimal UE

method?
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Research Questions

(RQ1) How do UE methods perform when the input prompt includes

non-parametric knowledge, such as in RAG?
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Experimental Setup

e Retrievers
o Doc™: Aweak synthetic retriever that returns irrelevant documents
o Doc*: An idealized retriever that consistently ranks the gold document at the top
o Several widely used retrievers: BM25, Contriever, Rerank
e UE Methods
o White-box: PE, SE, MARS
o Black-box: Dig, EigV, ECC Voo

e Evaluation Metrics e
o Correctness: Exact Match L
o Corr./Unc. Correlation: AUROC

Optimal Correlation with
Correctness

heydar.soudani@ru.nl



UE for RAG

LLM Unc. PopQA
= PE = SE BN Deg =W EigV NoDoc Doc. _BM25 Cont. ReRa. Doc’
e PE+M SE+M B ECC  —@— Accuracy PE | 129 111° 054* 046* 035* 034°
PopQA se |[EEN ST 3457 330 313 319*
- 80 E PE+M| 159 134* 065* 055* 044™ 045~
80 1 Q4 SE+M|[538 4T* 362 343° 323% 327*
- 5 Deg | 052 032* 0.12* 009* 006* 005"
O 70- o ECC | 071 054® 022* 017° 012 010"
O © Eigv |00 208 42+ 131* 118* 117*
03: ' - 40 3 PE | 151 094 084* 069° 062% 051"
T80 ! ] g SE | 566 373° 368* 353° 341° 326"
@ PEsM| 235 142% 126* 105* 092° 080"
é SE+M| 647 405* 398* 377* 360* 345"
& Deg 048 005° 007° 006° 005° 003°
ECC | 068 003* 008* 008* 005 004~
Eigv |80 108* 116* [117% 111* 108*

Improvements on the proposed UE methods in the literature do not add up when

considering RAG setup
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Research Questions

(RQ2) What properties can guarantee optimal performance of UE

considering LLMs' both parametric and non-parametric knowledge?
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Axiomatic Thinking

Definition

e A set of formal constraints is defined based on desired properties, which

are then used as a guide to search for an optimal solution

Applications

e [nformation Retrieval
e Interpretability

e Preference Modeling

[1] An exploration of axiomatic approaches to information retrieval, SIGIR, 2005
[2] Axiomatic causal interventions for reverse engineering relevance computation in neural retrieval models, SIGIR, 2024
[3] Axiomatic preference modeling for longform question answering, EMNLP, 2023 heydar.soudani@ru.nl



Axiom 1: Positively Consistent

( Vg,c if Mg(q) = ri, Mg(qc) = re, 1 = r3, ¢ E (q,r),
then U(Mpg(q),r1) > U(Mpg(g,c),r2).

- Document:

H H Manchester United Football Club is a professional football club ...
Descrlptlon changed its name to Manchester United in 1902 and moved to its
current stadium, Old Trafford, in 1910.

If an LLM generates the same output both before and after & Question: What is the name of Okd Traford 4

. manchester united stadium? Wembley Stadium @

No-RAG RAG U’;f,f;?g‘y
¥V | @ = |

incorporating a context, and the context logically supports

that output, the uncertainty in the RAG setup should

I
1
I
!
:
1
decrease. :
I
I
1
I
I
I

_________________________________
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RQ2: Axiomatic Evaluation

TriviaQA

PopQA

UE PopQA
BM25 Contriever Doc™

Axiom 1: Positively Consistent | Axiom 3: Positively Changed |

PE 0.735 — 0419 0.735 — 0.408 * 1.242 — 0340 * PE 1.375 — 0.347 * 1416 — 0.298 * 1.342 — 0.268 *

SE 3781 —+3.205* 3.791 —3.158*  4.682 —3.113 ~ SE 4889 —3.015* 5.091 —3.013*  4.884 —3.051 *
PE+M | 0.896 — 0.483 *  0.881 — 0458 * 1.530 — 0.406 * PE+M | 1.708 — 0.398 * 1.735 - 0374 * 1.604 — 0.340 *
SE+M | 4.102 — 3286  4.091 —3.248*  5.146 —3.173* SE+M | 5514 —53.072* 5.681 —3.082* 5379 — 3.099 *
EigV | 1951 — 1.166 *  2.025 — 1.143*  4.074 — 1.078 * EigV | 4.131 —» 1.139* 4733 — 1.114* 4449 — 1.102 *
ECC | 0417 —0.110*  0.426 — 0.094*  0.710 - 0.055* ECC | 0.790 — 0.085 *  0.823 — 0.081 *  0.780 — 0.072 *
Deg | 0220 —0.048* 0230 —0.043*  0.496 — 0.022* Deg | 0.547 —0.044* 0.588 —0.035*  0.544 — 0.032 *
Axiom 2: Negatively Consistent T Axiom 4: Negatively Changed 1

PE 1.068 — 0.746 0.820 — 0.593 1.083 — 0.597 PE 0.933 — 0.636 1.006 — 0.558 1.252 — 0.463

SE 4.163 — 3.548 *  4.104 — 3.381 * 4.388 — 4.107 SE 4.152 3552 4192 —53409*  4.830 — 3.690 *
PE+M | 1.309 — 0.844 1.016 — 0.782 1.328 —+ 0.684  PE+M | 1.164 — 0.714 * 1.298 — 0.748 * 1.689 — 0.747
SE+M | 4.599 —3.700 *  4.481 —3.610 * 4.764 — 4.221 SE+M | 4.553 —3.690 *  4.653 — 3.608 *  5.381 — 4.007 *
EigV | 2453 — 1338  2.088 — 1.274 * 2.758 — 1.910 EigV | 2593 — 1.449* 2557 — 1412*  3.567 — 1.449 *
ECC | 0541 —0.197* 0477 — 0.152 * 0.503 — 0.443 ECC | 0.540 —0.262* 0.548 —40.220*  0.707 — 0.237 *
Deg | 0.286 —0.101* 0228 —0.073*  0.343 — 0.254 Deg | 0.320 —0.128* 0320 - 0.115*  0.463 — 0.140 *

Axiom 5
Unc. | NQ-open
PE | 2.072—2248*
SE | 5253 —5471*
PE+M | 4.791 — 4.805
SE+M | 17.993 — 7.933
EigV | 2211 —2446*
ECC | 0512 —0.625*
Deg 0.265 — 0.333 *

0.872 — 1.155 *
3.863 — 4.158 *
1.415 — 1.699 *
4.540 — 4.817 *
1.757 — 1.870 *
0.382 — 0.448 *
0.171 — 0.211 *

0.897 — 0.909 *
3.897 — 4.319 *
1.031 — 1.130 *
4.297 — 4591
2.270 — 2.218
0.490 — 0.507
0.256 — 0.309
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Research Questions

(RQ3) Can the axiomatic framework guide us in deriving an optimal UE

method?
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Axiomatic Calibration

Calibration Coefficient

-

Qax = k1 - E(r1,72) + ka2 - R(c,q,7r1) + k3 - R(c,q,72)

Equivalence of LLM &
RAG -generated Context / LLM-generated Context / RAG-generated

response Relationship response Relationship

responses

U(Mg(c,q),r2)™ = (ks—aax) U(Mo(c, q),T2)-
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Takeaways

e Existing UE methods generated low uncertainty values in the RAG setup without

considering the relevance of the given context to the query
e None of the existing UE methods pass all the proposed axioms
e The result of the proposed calibration function shows

o Satisfying the axioms leads to performance improvements
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