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● Motivation: LLMs have a tendency to produce inaccurate or misleading outputs

○ Reasons: Hallucination, Temporal Knowledge Shift, Noisy Information in RAG, … 

● Solution: Uncertainty Estimation

○ Assigns uncertainty to each (input, output) pair, representing its correctness (or truthfulness)

Trustworthiness
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Background

[1] MARS: Meaning-Aware Response Scoring for Uncertainty Estimation in Generative LLMs, ACL, 2024
[2] Generating with Confidence: Uncertainty Quantification for Black-box Large Language Models, TMLR, 2023

Assumption: Access to token probability

Main Concept: Entropy

White-box

Assumption: Rely solely on final outputs

Main Concept: Semantic Similarity

Some Methods:

● Sum of Eigenvalues

● Degree Matrix

● Eccentricity

Black-box

Probability of each generation
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Challenge

While existing UE methods mainly focus on 

scenarios where the input is just a query, it is 

unclear how current UE methods account for 

non-parametric knowledge
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Research Questions
● (RQ1) How do UE methods perform when the input prompt includes 

non-parametric knowledge, such as in RAG?

● (RQ2) What properties can guarantee optimal performance of UE 

considering  LLMs' both parametric and non-parametric knowledge?

● (RQ3) Can the axiomatic framework guide us in deriving an optimal UE 

method?
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Experimental Setup
● Retrievers

○ Doc– : A weak synthetic retriever that returns irrelevant documents

○ Doc+ : An idealized retriever that consistently ranks the gold document at the top

○ Several widely used retrievers: BM25, Contriever, Rerank

● UE Methods
○ White-box: PE, SE, MARS

○ Black-box: Dig, EigV, ECC

● Evaluation Metrics
○ Correctness: Exact Match

○ Corr./Unc. Correlation: AUROC

Optimal Correlation with 
Correctness
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Improvements on the proposed UE methods in the literature do not add up when 

considering RAG setup

UE for RAG
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Definition

● A set of formal constraints is defined based on desired properties, which 

are then used as a guide to search for an optimal solution

Applications

● Information Retrieval 

● Interpretability

● Preference Modeling

Axiomatic Thinking

[1] An exploration of axiomatic approaches to information retrieval, SIGIR, 2005
[2] Axiomatic causal interventions for reverse engineering relevance computation in neural retrieval models, SIGIR, 2024
[3] Axiomatic preference modeling for longform question answering, EMNLP, 2023
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Description

If an LLM generates the same output both before and after 

incorporating a context, and the context logically supports 

that output, the uncertainty in the RAG setup should 

decrease.

Axiom 1: Positively Consistent
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RQ2: Axiomatic Evaluation

Axiom 5
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Axiomatic Calibration

Calibration Coefficient

Equivalence of LLM & 
RAG -generated 

responses
Context / LLM-generated 

response Relationship
Context / RAG-generated 

response Relationship
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Axiomatic Calibration: Results
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Takeaways

● Existing UE methods generated low uncertainty values in the RAG setup without 

considering the relevance of the given context to the query

● None of the existing UE methods pass all the proposed axioms

● The result of the proposed calibration function shows

○ Satisfying the axioms leads to performance improvements


